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Anatomy of an Attack — The Cyber Kill Chain
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Layered Defense

Intercept X Advanced with EDR

WEB CONTROL

WEB PROTECTION

PERIPHERAL CONTROL

DOWNLOAD REPUTATION

SOPHOS DISCOVER
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SYNCHRONIZED SECURITY | INVESTIGATE & REMOVE DETECT & RESPOND
Heartbeat Threat Cases Al Expert Insights
Sophos Clean M with SafeStore | Cross-Estate Hunting
SophosLabs Threat Intelligence
PRE-EXECUTION BEHAVIOR ANALYSIS RUNTIME BEHAVIOR ANALYSIS

LOCAL PRIVILEGE MITIGATION

APPLICATION LOCKDOWN

MEMORY MITIGATIONS

CODE MITIGATIONS

APC MITIGATION

MACHINE LEARNING

LIVE PROTECTION

ANTI-MALWARE

ANTI-RANSOMWARE
CREDENTIAL THEFT PROTECTION

DATA LOSS PREVENTION

PROCESS PROTECTIONS SAFE BROWSING
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APPLICATION CONTROL



Power of the Plus
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Sophos Deep Learning Malware Detection Features

Prevents both known and never-seen-before malware

Blocks malware before it executes
Does not rely on signhatures

Classifies files as malicious, potentially unwanted apps ” |
(PUA), or benign i

Extremely small footprint (under 20MB) with
infrequent updates

Detects malware in approximately 20 milliseconds
Protects even when the host is offline _
Works out of the box, no additional training needed:

SOPHOS
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Infection chain

SOPHOS



Intercept X w/ EDR: Detect

SOPHOS

MarcusJones

" Endpoint Protection
Most Recent Threat Cases

ANALYZE Sophos generated Admin generated

Dashbosrd CREATED ON w PRIORITY TYPE NAME CONDITION USER DEVICE

Apr 18, 2016 12 23PM High Malware detected MallML-PE Blocked and cleaned

William Morris VWivlormisPC
E3 Logs & Reports

Cleaned up

Brian Jones BrianJComp

Machine learning identifies top Blocked
suspicious events to investigate Runiing ryn Havers Eryniac

Clean up needed Gina Baker

Brian Jones BrianLaptop

DETECTION AND REMEDIATION

Io\ Threat Cases

Gina Comp

Q Threat Searches

Top Suspicious Events See all events | Threat Search
(% Suspicious Events

NAME DETECTED ON ORE | ENDPOINTSAFFECTED Search for potential threats on your network

MANAGE July 31 2018 09:01 AM Enter one or more SHA 256 files hashes or file names,

l{ Peaple Quiver.ex July 29, 2018 12:04 PM

AN a%e July 20, 2018 10: (192 151.42 1, Beef Wellington exe, c84c361b?f5dbaeac9382886€}d2b547[}fd:
[ Computers
Tweetbot exe July 04,

Searches on hashes or file names will return ,eoriabie executable files with
Adware WPSOffic July 03, 2018 5:37 PM 54 uncertain reputation.
CONFIGURE :

& Policies
SOPHu=

Packed.Generic. 533  June 28, 2018 2:19 PM e




Intercept X w/ EDR: Detect

SOPHOS

" Endpoint Protection
Most Recent Threat Cases

ANALYZE Sophos generated Admin generated

Dashboard CREATED ON w PRIORITY TYPE
Apr 18, 201 High Malware detected

E3 Logs & Reports
Medium Exploit

Apr 17
Apr 16, 2016 12.23PN Low Malicious traffic

DETECTION AND REMEDIATION
High Ransomware

Io\ Threat Cases i
High PUA

Q Threat Searches

Top Suspicious Events
(% Suspicious Events
NAME DETECTED ON

MANAGE Dropper exe July 31, 2018 09:01 AM
July 29, 2018 12:04 PM

A8 People

DancingCats.exe July 20, 2
[.1_] Computers
Tweetbot.exe July 04, 2(

Adware WP30ffic July 03, 2018 5:37 PM
CONFIGURE

& Policies
SOPHu=

Packed.Generic.532 June 28, 2018 2:19 PM

NAME
MallML-PE

it Lockdow
Trof/PDFJs-AlA

Expleit Cryptogud

See all events

ENDPOQINTS AFFECTED

MarcusJones

CONDITION us DEVICE

Easily search by IP address,

file name, hash, etc.

Clean up needed Gina Baker Gina Comp

Threat Search

Search for potential threats on your network
Enter one or more SHA 256 files hashes or file names,

1192 151 42 1, Beef_Wellington exe, c84c361b7f5dbaeacd3828e60d2b547014

Searches on hashes or file names will return poriable executable files with
uncertain reputation.

Search




Threat Search

Campagna Ransomware FTCODE veicolata in Italia

02/10/2019

Osservato in Italia a partire da settembre 2019, il ransomware denominato FTCODE ha lo scopo di cifrare i
file e, rinominarli con estensione .FTCODE, al fine di ottenere un riscatto dalle potenziali vittime.

[l CERT-PA ha avuto evidenza della campagna odierna grazie alle segnalaziani pervenute da parte di comuni
e di PA centrali. Nel caso specifico il malware viene veicolato attraversc l'invio di mail, sia PEO che PEC
precedentemente campromesse, contenenti in allegato un archivio compresso all'interno del quale é

presente un file .doc con macro malevola. Di seguito uno screenshot della mail utilizzata per la campagna in
oggetto.

Da responsabilesettorellpp.comune.cassanoalloionio.cs@asmepec.it w3
Oggetto Fatture scadute 2019 2644199

A pec@pec.comune.madignano.cr.it vy
In allegato trova la fattura. 611608

Cordiali saluti

SOPHOS

DOMAIN
connect.simplebutmatters.com
home.southerntransitions.net
connect.southerntransitions.com
home.selltokengarff.com

home . ktxhome . com

home .goteamrob.com
twitter.crtcostruzionisrl.com
my .mylifeamongthewomen.com

home . hopedaybook. com
getpdfreader.13stripesbrewery.com
getpdfreader.lilupicks.com
home.artdietfitness.com

home .parkandhome. com

home .mmaut.com
aweb.theshotboard. info
cofee.theshotboard.net
home.tith.in
donald.tilmonday.com

SHA256

7E458B1FB5CD1D6AA33663FD6E749C8C3FBECI52AC279B22C5FE4461FD2CBD13
EBFC3CF4A57981B84F6EB51D3ASDC145EB1B54D41D75BD94F15ECBOES826D56C
1D59F58777358E769E8C943BDF27801B77D5FC43857D2C02DEFCCC8A4738128C
BE88623431DA5SC1A953DO25A37E9737C1F256FF523189FESCB28974B4125284
5995d9e63de7336713cfd5d6aad4955f0fe700835e9a3def625a880f6b62c08e
417f@316d9381659d91049d8f@985ef41dcal4df712be51b44b131a9fe96e74b
1222299c4796779f3b29ddd8e28d6515e85bad2935c74c94e63c571e3e80d246
636aef37fb54cc2d979079a4d30aaf3a6e2865359486a98deab5def695e25839
7f8700832645d47078484ee78a9f6165¢c9b426e595f4d9a5af6ed839e283¢086
24d6087d2f32e88bedde34e81bad584dfb54643557e8134d341514949c5eae95
e82ad49adebedfcfbd33ddb53725421788e6fe2acd4205¢c46b42409d19d58473d




Guided Incident Response

SOPHOS



ecurity analysis: Cross-estate threat hunting

SOPHOS Endpoint Protection - Threat Searches

End tection D

Admin

New threat search

&) Endpoint Protection A
Search for potential threats on your network

Enter one or more SHA 256 files hashes or file names.
ANALYZE

[+] Dashboard

B3 Logs & Reports
Searches on hashes or file names will return portable executable files with uncertain reputation.

DETECTION AND REMEDIATION

Saved searches
4o Threat Cases

Type: All
Q Threat Searches
CREATEDON W CREATED BY TYPE
(% Suspicious Events BETA"
~ Aprl2, 201 J9PM Glen From threat case Running
MANAGE Aprl2, 2016 12.36PM Glen Direct search Running
Aprl2, S Glen Direct search Complete
A8 People
Aprl2 ; Eric From threat case Complete
] C t
[—x" omputers Wan Aprl2,20 3PM From threat case Complete
Aprl2,201612.32PM From threat case Complete
CONFIGURE
Aprl2, 2 2.31PM Dire arch Complete
v Policies badtt e Aprl2,201612.30PM Direct search Complete
Q System Settings Bf Aprl2, 2016 12.29PM ric From threat case Complete

Glen's search form @ Aprl2,201612.28PM ric Direct search

_t Protect Devices

ENHANCED PROTECTION

€ Explore Products

SOPHOS



Threat Analysis Center

EDR Across Endpoint and Server

* Super Admin

SOPHOS Threat Analysis Center - ML/PE-A A —

Overview | Threat Analysis Center Dashboard | Detected Threat Cases
Admin
o= o3 3
- F )
@ Threat Analysis Center = O o

@ Root Cause @ Beacon Detected Cleaned

192.168.50.135 Windows Explorer highscore.exe Jan 21, 2019 6:49

PM
Dashboard

45 Threat Cases
Summary Suggested next steps

Q, Threat Searches

ML/PE-A

Priority: Medium - ‘ ‘ Status: New ~

Isolate this device

Scan the device

All threat cases, alerts and
searches, across all device types

SOPHOS 17



Hardest part of EDR: Knowing where to start

#H1

Desired EDR feature

Source: Sophos Q1 2019 security survey of 3,100 IT
SOPHOS decision makers in 12 countries across five continents 18



Al Driven Threat Hunting

Groundbreaking machine learning from SophosLabs data science team (coming soon)

Automated Hunting Prioritized Cases

Endpoint Protection - Suspicious Events e N

Overview /| Endpoint Protection Dashboard ; Suspicious Events

Suspicious Events Suspicious Events History

Q All categories + | Executed or not

Date detected Event name SHA Category Threat .. $ Executed Latest t..

Oct 08, 2018 10:28 AM Recipeaddictstool.exe 546ec58d0134eab4611e12d7e3aB867793e... Malware - Yes View

Sep 19, 2018 5:01 AM PasswordRevealer!gl FA2F1C8562FC58584F 79835F6F803382... Malware Yes View

Sep 25, 2018 11:12 AM Packed.Generic.533 038CAD4BA7ES30DA3F83D0D1DBDA1S0B... Malware No View

Sep 28, 2018 1:37 PM Tweetbot.exe 25B293193D0B4362CE46F7ADBASC346... PUA 67 Yes View
Oct 05, 2018 6:57 AM Quiver.exe OF4E5SBE14EDS650F2F03522DEAD34FC... Malware No

Oct 06, 2018 8:04 AM Dropper.exe O078AF329DAEEEOB41ASE7CADG9A3ES... PUA Yes

SOPHOS



Threat intelligence analysis: Access on-demand threat
intelligence curated by SophosLabs

Process details : recipeaddictstool.exe

Reputation at time ted: Uncertain

Known good reputation
er it is harmful.
SOPHOSLABS Threat Intelligence
Current report created: Sep 25, 2018 7:32 PM
Request Latest Intelligence

Note: Requesting the latest intelligenc ill cause your files to be sent to Sophos for addit]

Sep 26, 2018 2:49 AM

SOPHOS



) Search for item] |m|

Process details: dropper.exe W AoRe ik E0T

Malware Analysis

Machine learning
analysis

Process details Report Summary File properties File breakdown

SOPHOS Current report created: Jun 06 2018 12.45pm
Attributes €@ 87% suspicious

Attribute of Dropper.exe Seenin: Known bad files Known good files

; 4 3Millian 1.0 Million
€ Notsigned

Analyze files using

1.0 Million 1.0 Million
[ ] N 980K
2.1 Million
dEEP learnin O toieon
g 86K 2K

Code similarity € ow bad items analysed

Dropper.exe

x69.exe
TradeStationForms.exe
ioquake3.x86_6B4.exe
X1ServiceHost.exe
miaa.exe

OneDriveUpdater.exe

SOPHOS




Understand your security posture with guided investigations

SOPHOS Endpoint Protection - Mal/ML-PE

Endpaint

Marcus Jones -

Admin

) Endpoint Protection

0o - . QO — Q

Detected Blocked and cleaned

ANALYZE
WMorrisPC Outlook.exe Badthing.exe
[#] Dashboard 11.222.3345 Apr12 2017 5:46AM Apr12 2017 5:46AM

B3 Logs & Reports

DETECTION AND REMEDIATION Summary Suggested next steps
h Threat Cases Malware detected:Mal/ML-PE at C:\program files\WMaorris\badthing.exe Set status and priority for the case New High

on: sto William M .
Q Threat Searchea On that belongs to Williarm b 5

Investigate 1 process we've marked with an "uncertain” reputation. See graph
Condition: RAN  CLEANED  BUSINESS FILES INVOLVED A & maree P grep
. below for details
£% Suspicious Events BeTa =) v 1
& computer while you investigate, @

Detection summary: The root cause tried to ac URL known to be as Details

MANAGE

with malware nputer

J& People

Showing ) Processes [4) = & Network connections (1) 8 Reg

re for IX only version

SOPHOS



Respond with the click of a button

Clean and block %

You're aboul to clean up Lhis item on any computer where we've [ound it and block iton all
your computers.

Why ar u blocking this item?

|Clean and remove this suspicious file and blacinst it
SOPHOS Endpoint Protection - Search Details Marcus Jones « ‘

1 0 w / Endpoinl Proteclion Dashboard / Threal Searches / Threal Search Resulls / Search Detalls ABC Coip - Primay Agmir
Admi .
e Nolte: You can see the items you've blocked or unblock them again in your Blocked Items

lisL

@, Endpoint Protaction 3 of 3items found on Athomson Mac belonging to Anna Thomson

Creata foransic snapshot

ANALYZE

SHA25E Hash Name v Reputation w Type Cleaned Actions
Dashboard

Instalier exe Uncertain Process J c\program files\a path name
ED Logs & Reports : ! ’ ’

DETECTION AND REMEDIATION Roquest threat intelligence report
uUncenain P c\program files\a path name B ——————

4y Threat Cases
c\program fiins\a second path name Aclions

Q Threat Searches c\program files\a third path name Actions

c\program nias\a fourthpath namn Acuons

CE Suspiclous Events

v 5 C\program files\3a path name which Actions
MANAGE FeL | c 15 long and will wrap In the table row -
A4 People
. Computers

SOPHOS



Day in the Life of an Analyst

Identifies top incident as Dropper.exe via Sees Dropper.exe distributed Determines where else
Threat Indicators malware (which was blocked) Dropper.exe exists

Create foransic snapshot €

Path

C\program files\a path name

c\program files\a path name

Requests more details from Uses Deep Learning to Remediates threat
SophoslLabs determine file is malicious “Clean and block”

SOPHOS *Coming in 2019



Intercept X w/ EDR: Respond

Clean and block #

You're aboul to clean up this item on any computer where we've found it and block it on all
your compulers.

Respond to incidents with a click of a button s pualiiniog e

* Full disclosure of potential threat activity RN R G T T

* Isolate machine(s) e e
 Clean file, blacklist or whitelist

Investigate further, create forensic snapshots

nay Agmir

\:‘ Endpoint P18

Create foransic snapshot €

ANALYZE Suggested next steps

SHA25E Hash Name A Reputation W Type Cleaned )
® Setstatus and priority for the case New | High

Dashboard

Instatier exe Uncertain Process v cA\program filas)
= ® [nvestigate 1 process we've marked with an “uncertain® reputation. See graph

E Logs & Reports c07 8133350867
=2E z . below for details

32390

late the computer while you investigate. i ]

DETECTION AND REMEDIATION ; Sin0as Request threat intelligence report
¢ v 2% uUncenain &S X 2 e —
e Scan tha computer
£ ThreatCases
c\program fiins\a second path name Actions
Q Threat Searches c\program files\a third path name Actions
fa] Suspicious Events c/\program filos\a fourthpatn namo Actons
0ad Bud. Malware  Process ‘ CAProgram filgs\a path name which o
MANAGE b151e Is long and villl wrap In the table row ‘
L{ People
] Computers

SOPHOS



The Forensic Snapshot

Database Model

SOPHOS

cra}ﬁ» { r_—r"-

Thread

RegKey

[PydAddress

IPvEAddress

Dﬂ’l‘l id (TN "'_1"'? .FK

id (INTEGER, PK|
pid_start (TEXT]
fid_stari (TEXT,
stop (INT]

poid_start (TEXT)

ptid_start (TEXT)

image. i (INTEGER. FK)

remate (TE

FilePath

id -‘."_ R, PK

dr|l.re_’r_.|:e (INTEGER

id (INTEGER, PK)

pid_start (TEXT)
fid_start (TEXT)
time: (INTEGER)
operation (TEXT,

source_port |

dest_port (INTE

data_sent (|

dest_addrass (TEXT,

data_received (INTEGER

end (INTEGER)
conmecton (=
source_addres
source_port (IN
dest_address
dest p:}
data_sent
data_received (INTE

SavLogBeacon
id (INTEGER. PK)

HblEéacun

HmpaBeacon

MiBeacon

MidBeacon

RcaRequestedBeacon

alert_time

F]E!.h_

d (INTE

INTEGER

cGER

Ied {1 T.:El':; PK)

i

(INTEGER, PK)

id (INTEGER, PK)
file_path_id (! !
sha2hb (TEXT)

last_file_write_time (INTEGER)

Url

SavBeacon

chik

id { l\lT.: '.E: PKT
Type | 'tf
I-' d IIl|
fimestamp (INTE
thraat_name (TE
child_pid
file_path_id
url_path_id (TN
process_name_id (i
d_procass_nama_

UriPath

d (INTEGER, PK)
value (TEXT)

WinEventhuth

logon_type (INTEGE
p_address |
port (INTEGER




The Forensic Snapshot

"'_j DB Browser for SQlite - C:\Users\sophos.SOPHOS\Desktop\snapshot.sql

File Edit View Help

& New Database

Database Structure

d Create Table

% Open Database

Browse Data

s Create Index

Edit Pragmas
= Modify Table

Write Changes

z Revert Changes

Execute SQL

Delete Table

Name

v 2] Tables (22)
~I Dns
~| DomainName
= File
—| FilePath
—I FileReputation
~1 HbtBeacon
—| HmpaBeacon
=1 IPv4Address
—| IPvbAddress
“I Image
~| IpsBeacon
~1 MIBeacon
—| MtdBeacon
~I Process
~1 RcaRequestedBeacon
~| RegKey
| ReaistrvPath

Type

Schema

CREATE TABLE “Dns" ("id" INTEGER PRIMARY KEY,"pid_start
CREATE TABLE "DomainName" ("id" INTEGER PRIMARY KEY
CREATE TABLE "File" ("id" INTEGER PRIMARY KEY,"pid_start"
CREATE TABLE "FilePath” ("id" INTEGER PRIMARY KEY,"value
CREATE TABLE “FileReputation” (“id" INTEGER PRIMARY KEY
CREATE TABLE "HbtBeacon” ("id" INTEGER PRIMARY KEY,"p
CREATE TABLE "HmpaBeacon" ("id" INTEGER PRIMARY KEY,
CREATE TABLE "“IPv4Address” ("id" INTEGER PRIMARY KEY.,"
CREATE TABLE "IPvbAddress” ("id" INTEGER PRIMARY KEY,"
CREATE TABLE "Image" ("id" INTEGER PRIMARY KEY,"pid_st:
CREATE TABLE "IpsBeacon” ("id" INTEGER PRIMARY KEY,"pi
CREATE TABLE "MIBeacon” ("id" INTEGER PRIMARY KEY,"ale
CREATE TABLE “MtdBeacon” ("id" INTEGER PRIMARY KEY,"p
CREATE TABLE "Process” ("id" INTEGER PRIMARY KEY,"pid _s
CREATE TABLE "RcaRequestedBeacon” ("id" INTEGER PRIMA
CREATE TABLE "RegKey" ("id" INTEGER PRIMARY KEY,"pid_s

CREATE TABLE "ReaistrvPath" ("id" INTEGER PRIMARY KEY." ¥
>

SOPHOS

Edit Database Cell

Mode: |Text = Import Set as NULL

Type of data currently in cell: NULL
0 byte(s)

Remote

Identity MBE:]

Name Commit Last modified

Plot DB Schema Remote




Core Security Capabillities

Protect

Prevent attacks and proactively
secure known vulnerabilities

Detect

SOPHOS DISCOVER

EVOLVE

Detect active attacks and identify
potentially malicious behaviors

Respond

Rapidly investigate and remediate
incidents to minimize impact

28



Core Security Capabillities

Protect

NT%EPT

EVOLVE

Detect

NT%EPT

+
EDR

Respond

NT%EPT

+
EDR

+
MTR

29



Response Modes

You choose the best way for our MTR
team to work alongside you

Notify Collaborate Entrust
We notify you about the detection We work with your internal team We handle containment and
and provide detail to help you in or external point(s) of contact to neutralization actions and will
prioritization and response respond to the detection inform you of the action(s) taken

SOPHOS DISCOV

EVOLVE



PARTNER SOPHOS:
5.0.5. COMPUTER 2000

Intercept X + EDR

SOPHOS PRODOTTIBUSINESS v  PRODOTTIHOME v  PARTNER v  SUPPORTO v

The Best Just Got Better. Sophos Intercept X — Ora con EDR. _

SOPHOS

N T E3

SOPHOS D | Y

BT


http://www.soscomputer2000.eu/?page_id=155

PARTNER SOPHOS:
5.0.5. COMPUTER 2000

Sophos MTR

SOPHOS RODOTTIBUSINESS v  PRODOTTIHOME v  PARTNER ¥  SUPPORTO v

Managed Tnreat Response

SOPHOS


http://www.soscomputer2000.eu/?page_id=155

SOPHOS

Cybersecurity made simple.



